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ABSTRACT

One fundamental issue in today’s online social networks
(OSNs) is to give users the ability to control the messages
posted on their own private space and to avoid the unwanted
content that is displayed. Right now, OSNs provide only little
support to this requirement. To fill the gap, a system is
proposed which allows OSN users to have a direct control on
the messages posted on their private space. This is achieved
through a flexible rule-based system that allows the users to
customize the filtering criteria to be applied to their space, and
a Machine Learning-based soft classifier that automatically
labels messages in support of content-based filtering. Short-text
classifier is used which includes two levels; in the first level
short-texts are labeled with crisp Neutral & non-neutral labels.
The second level soft classifier acts on the non-neutral short
texts, produces estimated appropriateness or “Gradual
Membership” for each of the conceived classes, this list of
grades is then used by the subsequent phases of the filtering
process.

Keywords - Information  Filtering,  Short-text
Classification, Blacklists and Policy-based Personalization.

1. INTRODUCTION

Online Social Networks (OSNs) are today one of the most
popular interactive medium to communicate, share, and
disseminate a considerable amount of human life information.
Daily and continuous communications imply the exchange of
several types of content, including free text, image, audio, and
video data. In the sharing in OSNs, information filtering can
also be used for a different, more sensitive, purpose. This is due
to the fact that in OSNs there is a possibility of posting or
commenting other posts on particular public/private areas,
called in general walls. Information filtering can therefore be
used to give users the ability to automatically control the
messages written on their own walls, by filtering out unwanted
messages.

2. EXISTING SYSTEM

Face book allows users to specify who is allowed to insert
messages in their walls (i.e., friends, friends of friends, or
defined groups of friends).

However, there is no restriction on the content of the message
posted and therefore it is not possible to prevent the unwanted
messages, such as political or vulgar ones, no matter of the user
who posts them.

A. Drawback of Existing System

Even though, the social networks have restrictions on the users
who can post messages and comment on any other user’s wall
they don’t provide any restriction on what they post.
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Since wall messages are composed of short text the traditional
classification methods have limitations. It requires designing of
ad hoc classification strategies.

3. ALGORITHM
A. Machine Learning (ML) Text Categorization
Techniques

1. Short text classifier

i) Text Representation

We consider three types of features, Bag of Words (BOW),
Document properties (DP) and Contextual Features (CF). They
are entirely derived from the information contained within the
text of the message. Text representation using endogenous
knowledge has a good general applicability; however, in
operational settings, it is legitimate to use also exogenous
knowledge, i.e., any source of information outside the message
body but directly or indirectly related to the message itself.

ii) Machine Learning-Based Classification

We address short text categorization as a hierarchical two level
classification process. The first-level classifier performs a binary
hard categorization that labels messages as Neutral and Non-
neutral. The first level filtering task facilitates the subsequent
second level task in which a finer-grained classification is
performed. The second-level classifier performs a soft-partition
of Non-neutral messages assigning a given message a gradual
membership to each of the non-neutral classes.

iii) Radial Basis Function Networks (RBFN)
RFBNs have a single hidden layer of processing units with local,
restricted activation domain: a Gaussian function is commonly
used, but any other locally tunable function can be used.

B. Filtering rules and blacklist management

i) Filtering Rules:
Filtering rules (FRs) are the set of rules, specifies what content
should be displayed by the user. In FR we consider some issues
that affect a message filtering decision. While communicating
the same message can have different meaning which depends on
the user who writes it.

In FRs there should be constraints on message creators. Based on
different criteria the creator should be selected. One of them is
using conditions on user’s profile attributes.

ii) Blacklists
A blacklist rule is a tuple (author, creatorSpec,
creatorBehavior, T),
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where

e author is the OSN user who specifies the rule, i.e.,
the wall owner;

e creatorSpec is a creator specification

o CreatorBehavior consists of two components
RFBlocked and minBanned.

e T denotes the time period the users identified by
creatorSpec and creatorBehavior.

4. SYSTEM ARCHITECTURE

The OSN has three layers; there are graphical user interface,
social network application and social network managers. The
social network managers handle the basic functionalities like
Profile management, network based function etc. Application
layer has short text classifier and content based message
filtering. Short text classifier classifying the messages based on
the content. Content based message filter has black list and
filtering policies. First, find relationship between the user and it
will filter and calculate the probabilities using classifier. And
then send an empty message below the probabilities result to
the user. So the proposed system will give the direct control to
the user that what kind of messages are displayed on their wall.
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Fig 1: OSN Architecture

Proposed model

We propose and experimentally evaluate an automated system,
called Filtered Wall, to filter the unwanted messages from
Online Social Network user walls.

We exploit Machine Learning (ML) text categorization
techniques to automatically assign with each short text message
a set of categories based on its content. The system provides a
powerful rule layer exploiting a flexible language to specify
Filtering Rules (FRs), by which users can state what contents,
should not be displayed on their walls.

Authentication

A new user going to consume the service has to register first by
providing necessary details. After successful completion of the
sign up process, the user has to login into the application by
providing username and exact password which was provided at
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the time of registration.

Profile Generation

User’s profile details are stored in the database which includes
name, contact number, email id, photos, and other information.
Logged users can see their details and if they wish, they can edit
their profile.

Accept Friend Request
User can add new friends and view their details. Logged users
can also view their friends list.

Send Request
Users can select friend to send a request. Logged user can accept
the request.

Post Messages

User can post any photo in public wall, and anyone can post a
comment for that photo. Unknown persons also post their
comments who are not the members of the group.

Calculate Display the
C > | result on
7| comments d .
user private
wall
A

Fig 2: Posting comments

Block Unwanted Message

The probability of the message contents has to be
calculated. That result will be displayed on the user’s private
wall with two options like accept and reject. If reject is chosen it
will take to main page else it will remain in the login page itself.
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Fig 3: Blocking unwanted message
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5. EXPERIMENTAL EVALUATION

Fig 7: Post message
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Fig 8: List the message details

Fig 9: Sender is blocked

6. CONCLUSION

A system that has direct control to block unwanted messages on
the user’s social network wall is developed using the machine
language soft classifier and then applying the Filter Rule based
on the creators. Whenever an unwanted message is posted that
particular user who posts that message will be blocked.
Moreover, the flexibility of the system in terms of filtering
options is enhanced through the management of BLs. In future,
message filtering can also be addressed by investigating the use
of online learning paradigms which are able to include label
feedbacks from the users.
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